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Executive Summary.
	Every organization has a mission and the Gail organization use automated information technology (IT) systems to process its information for better support of its missions. IT system risk management plays a critical role in protecting an organization’s information assets, and therefore its mission, from IT-related risk. An effective risk management process is an important component of a successful IT security program. The principal goal of an organization’s risk management process should be to protect the organization and its ability to perform their mission, not just its IT assets. Therefore, the Gail’s risk management process should not be treated primarily as a technical function carried out by the IT experts who operate and manage the IT system, but as an essential management function of the organization.
	Any discussion on Gail’s network security will include these three common terms:
1. Vulnerability: An inherent weakness in the network, and network device. It could be hardware or software or both. Possible vulnerabilities could include routers, switches, servers, and security devices themselves.
2. Threat: A threat is what can go wrong because of the exploit of the vulnerabilities or attack on the assets, such as data theft or unauthorized modification of the data.
3. Attack: An attack is an unauthorized action with the intent to cause damage, or hinder or breach security of a network. An attack is launched by intruders to damage the network and network resources such as end-point devices, servers, or desktops which are vulnerable.

Importance of Gail’s Risk Management Assessment.
	The objective of performing risk management is to enable the organization to accomplish its mission by better securing the IT systems that store, process, or transmit organizational information. This assessment report will enable the management to make well-informed risk management decisions to justify the expenditures that are part of an IT budget; and assist the management in accrediting the IT systems on the basis of the supporting documentation resulting from this performance of risk evaluation (Shmueli & Koppius, 2011). 
Risk and threats associated with conducting transactions over the internet
[bookmark: _GoBack]	The common database threats facing Gail in this category include:
Excessive privileges: This occurs when workers are granted default database privileges that exceed the requirements of their job functions, these privileges can be abused.
	Legitimate privilege abuse: Users may abuse legitimate database privileges for unauthorized purposes.
	Database injection attacks: The two major types of database injection attacks are SQL injections that target traditional database systems and NoSQL injections that target “big data” platforms. Malware. A perennial threat, malware is used to steal sensitive data via legitimate users using infected devices (Zissis & Lekkas, 2012).
	Storage media exposure: Backup storage media is often completely unprotected from attack. Furthermore, failure to audit and monitor the activities of administrators who have low-level access to sensitive information can put your data at risk.
	Exploitation of vulnerable database: It generally takes Gail organization months to patch databases, during which time they remain vulnerable. Attackers know how to exploit unpatched databases or databases that still have default accounts and configuration parameters. 
	Unmanaged sensitive data: Many companies struggle to maintain an accurate inventory of their databases and the critical data objects contained within them. Forgotten databases may contain sensitive information, and new databases can emerge without visibility to the security team (Zissis, & Lekkas, 2012). Sensitive data in these databases will be exposed to threats if the required controls and permissions are not implemented.
	The human factor: The root cause for 30 per cent of data breach incidents is human negligence, due to the lack of expertise required to implement security controls, enforce policies or conduct incident response processes.
Threats related to operating systems, networks, and system software
	With so many computers, networking devices, protocols, and applications on the network, it has become a serious threat to information security. Any application, network device, or protocol can be vulnerable. The internet is crawling with people from all over the world who are continuously trying to test the security of various systems and networks (Van & Bauer, 2009). Some are simply testing for fun and others are fuelled by treacherous motives of stealing or revenge.
A threat is an event that can occur by taking advantage of the vulnerabilities that exist in the network.
Vulnerabilities
	The three types of vulnerabilities or weaknesses that exist in the Gail network are:
Security policy weakness
Technology weakness
Configuration weakness
Risk related to different database deployment models in a distributed environment
[bookmark: 1004759][bookmark: 1004834]	The integrity and privacy of data are at risk from unauthorized users, external sources listening in on Gail’s the network, and internal users giving away the store. This section explains the risky situations and potential attacks that could compromise your data.
[bookmark: 1004864]Data Tampering
[bookmark: 1004865][bookmark: 1004866][bookmark: 1004867][bookmark: 1004869]	Privacy of communications is essential to ensure that data cannot be modified or viewed in transit. Distributed environments bring with them the possibility that a malicious third party can perpetrate a computer crime by tampering with data as it moves between sites. In a data modification attack, an unauthorized party on the network intercepts data in transit and changes parts of that data before retransmitting it. In a replay attack, an entire set of valid data is repeatedly interjected onto the network. 
Eavesdropping and Data Theft
[bookmark: 1004870][bookmark: 1004871]	Data must be stored and transmitted securely, so that information such as credit card numbers cannot be stolen. Over the Internet and in Wide Area Network (WAN) environments, both public carriers and private network owners often route portions of their network through insecure land lines, extremely vulnerable microwave and satellite links, or a number of servers. This situation leaves valuable data open to view by any interested party. In Local Area Network (LAN) environments within a building or campus, insiders with access to the physical wiring can potentially view data not intended for them. Network sniffers can easily be installed to eavesdrop on network traffic. Packet sniffers can be designed to find and steal user names and passwords.
[bookmark: 1004873]Falsifying User Identities
[bookmark: 1004874][bookmark: 1004876][bookmark: 1004880]	In a distributed environment that Gail operates, it becomes more feasible for a user to falsify an identity to gain access to sensitive and important information. Identity theft is becoming one of the greatest threats to individuals in the Internet environment. Criminals attempt to steal users' credit card numbers, and then make purchases against the accounts. 
Password-Related Threats
[bookmark: 1004881][bookmark: 1004882][bookmark: 1004883][bookmark: 1004884][bookmark: 1004885][bookmark: 1004888]	In Gail’s systems, users must remember multiple passwords for the different applications and services that they use. Users typically respond to the problem of managing multiple passwords in several ways: They may select easy-to-guess passwords--such as a name, fictional character, or a word found in a dictionary. All of these passwords are vulnerable to dictionary attacks. They may also choose to standardize passwords so that they are the same on all machines or Web sites. Unauthorized Access to Tables and Columns
[bookmark: 1004889]	The database may contain confidential tables, or confidential columns in a table, which should not be available indiscriminately to all users authorized to access the database (Sengupta et al, 2006). It should be possible to protect data on a column level.
[bookmark: 1004891]Unauthorized Access to Data Rows
[bookmark: 1004892][bookmark: 1004893][bookmark: 1004894][bookmark: 1004896]	Certain data rows may contain confidential information which should not be available indiscriminately to users authorized to access the table. The Gail’s systems must therefore be flexible: able to support different security policies depending on whether you are dealing with customers or employees. 
Lack of Accountability
[bookmark: 1004897]	If the system administrator is unable to track users' activities, then users cannot be held responsible for their actions. There must be some reliable way to monitor who is performing what operations on the data.
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